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ATTACHMENT 2 

INTRODUCTION 

 CLAIMANTS Teresa M. Lopez and Red R. Ramos, individually and as heirs to Antonio 

Ramos, deceased (collectively “CLAIMANTS”), bring this action under the Federal Tort 

Claims Act, 28 U.S.C. §§ 1346(b), 1402(b), 2401(b), and 2671-2680 (“FTCA”), against the 

United States Immigration and Customs Enforcement (“ICE”) referred to hereinafter as 

(“RESPONDENT”) for the negligent acts of their officers, officials, agents and/or employees, 

and their failures to perform mandatory duties, the purpose of which are to promote, protect, and 

uphold the safety and welfare of the public.  

 As set forth below, CLAIMANTS assert that ICE, inclusive of its officers, officials, 

agents and/or employees, failed to train their employees and/or follow mandatory regulations, 

policies and/or procedures for securing and storing a firearm while it was left in a bag in an 

unattended vehicle in downtown San Francisco on September 13, 2015. As a direct and legal 

consequence of ICE’s wrongful acts and/or failure to exercise mandatory duties, Marquise 

Holloway (“HOLLOWAY”), a serial robber, was able to gain access to a government-issued 

Glock 26 9mm caliber pistol. Armed with the ICE agent’s weapon, HOLLOWAY then 

foreseeably used it to pursue a criminal course of conduct in the shooting and killing of Antonio 

Ramos (“TONY”) on September 29, 2015 in Oakland, California.  
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PARTIES 

I. CLAIMANTS 

 Antonio (“TONY”) Ramos, now deceased, was at all times relevant to this claim a 

resident of the County of Alameda and City of Emeryville. TONY was born on September 9, 

1988, and was the son of Teresa Lopez and Red Ramos.  

Teresa (“TERESA”) Lopez is, and at all times relevant to this claim was, a resident of 

the County of Alameda and City of Emeryville. Teresa was the mother of TONY, and is a proper 

personal representative and heir pursuant to California law.  

Red (“RED”) Ramos is, and at all times relevant to this claim was, a resident of the 

County of Alameda and City of Emeryville. Red was the father of TONY, and is a proper 

personal representative and heir pursuant to California law. 

II. RESPONDENTS 

 The United States Immigration and Customs Enforcement (“ICE”) is a federal law 

enforcement agency acting under the United States Department of Homeland Security 

(“DHS”). ICE, through its officers, officials, agents and/or employees, is responsible for 

enforcing the nation’s laws governing border control, customs, trade and immigration to promote 

homeland security and public safety. Pursuant to that role, ICE trains officers, agents, and/or 

employees on gun safety, enforces gun safety laws and regulations, and establishes mandatory 

policies and procedures for safeguarding firearms issued to their officers, agents, and/or 

employees that are licensed to carry firearms, carry defensive equipment, make arrests, and/or 

execute search warrants.  
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STATEMENT OF RELEVANT FACTS 

III.  THE DEATH OF ANTONIO RAMOS 

 On the morning of September 29, 2015, TONY, a 27 year old Bay Area native was 

volunteering his artistic gifts to help paint a 4,000 square foot anti-violence mural for a non-

profit based in Oakland. The mural, located at 3500 West Street, under the Interstate-580 

overpass, was part of the Oakland Superheroes Mural Project: a community development project 

aimed at breaking the cycle of violence and engaging local youth through art and education.  

At approximately 10:30 a.m., when TONY was taking a break from painting to 

photograph the mural, MARQUIS HOLLOWAY (“HOLLOWAY”), a serial robber, opened 

fire on TONY with a stolen, government-issued Glock 26 9mm caliber pistol. Police and 

medical teams responded to the gunfire in the area and, after finding TONY critically wounded, 

they transported him to a nearby hospital where he was pronounced dead soon after. A 

representative image of the location of the murder is provided below. At the time of TONY’s 

death, he was an altruistic and high-spirited young man with a passion for all forms of art, 

especially painting and music, a deep love for his family, and a longstanding commitment to 

helping others. See Exhibit A.  
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IV. THE FIREARM USED TO KILL TONY WAS STOLEN FROM IMMIGRATION 

AND CUSTOMS ENFORCEMENT AGENTS AND/OR OFFICERS WHO 

FAILED TO PROPERLY SECURE THE WEAPON IN A HIGH-AUTO THEFT 

NEIGHBORHOOD OF SAN FRANCISCO  

On or around September 13, 2015, between 7:30 p.m. and 9:15 p.m., a Glock 26 9mm 

caliber pistol issued to an ICE agent and/or officer was taken from an unattended vehicle parked 

in the vicinity of Second Street and South Park Street in San Francisco, California.  A 

representative image of a Glock 26 9mm pistol is provided below.  

 

 

 

According to reports, the firearm was left in a bag in an unattended vehicle along with the 

agent’s badge, a pair of handcuffs, three fully loaded ammunition magazines, and a baton.  The 

bag was left in the vehicle by one or more ICE agents and/or officers who were visiting the City 

and County of San Francisco. Later, a parking lot attendant in the 500 block of Howard Street 

discovered the other paraphernalia belonging to the ICE agent(s) and/or officer(s), but not the 

firearm or handcuffs.   
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After the shooting, San Francisco Police Chief Greg Suhr publicly confirmed that the 

duty weapon reported stolen on September 13, 2015, was indeed the same firearm used by 

HOLLOWAY to shoot and kill TONY on September 29, 2015. Further, the Oakland Police 

Department confirmed that the firearm HOLLOWAY used to murder TONY was the duty 

weapon stolen from the ICE agent in San Francisco. 

A. The Neighborhood Where The ICE Firearm Was Left Unattended Was 

Notorious For Its High Auto Break-In Rate  

According to the San Francisco Police 

Department (“SFPD”), the city has been 

experiencing an astonishing number of vehicle 

break-ins, a criminal activity that has been on a 

significant rise since 2010. From the beginning of 

January to June 30, 2015, there were 11, 917 

reported vehicle burglaries in the city – a 47 percent 

increase from 2014 and a 62 percent increase from 

2013.  Since 2010 there has been a 171 percent 

increase in vehicle break-ins in San Francisco.  This is despite the property crime rate dropping 

statewide over the same period of time. 1  

During the six months preceding Mr. Ramos’s death, there were 5,508 auto break-ins in 

the Southern Police District of San Francisco, which encompasses the cross streets of South Park 

and Second, where the subject firearm was stolen.  This amounts to approximately 25% of all 

                                                           

1 Sernoffsky, Evan, Jump in S.F. car break-ins prompts frustration, finger-pointing, SFGate 

(“SFGate”), (August 17, 2015), http://www.sfgate.com/news/article/Jump-in-S-F-car-break-ins-

prompts-frustration-6446750.php visited on February 2, 2016. 
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auto break-ins reported for the entire city. 2  In total, the Southern District had almost two and a 

half times as many vehicle burglaries as the average San Francisco Police District.3  

B. ICE Was On Notice Of The Foreseeable Dangerous Consequences of the Failure 

of Law Enforcement Officers to Properly Secure Their Weapons When Left 

Unattended 

Even more egregious was the fact that a federal agent from the Bureau of Land 

Management had his gun stolen from an unattended vehicle in the same or similar 

neighborhood three months prior on June 27, 2015!4 This gun was used to shoot and kill 

Kathryn Steinle on the San Francisco Embarcadero, by an undocumented immigrant four days 

later, on July 1, 2015.  ICE was heavily involved in the ensuing public and political outcry due 

to the fact that they had requested custody of the illegal immigrant.5 Thus, it is inconceivable that 

ICE was not aware of the foreseeable consequences of leaving unsecured firearms in unattended 

cars in downtown San Francisco. 

V.  ICE AGENTS AND/OR OFFICERS HAVE REPEATEDLY DEMONSTRATED A 

CONSCIOUS DISREGARD FOR MANDATORY DUTIES TO PROPERLY 

SECURE THEIR FIREARMS 

As a federal law enforcement agency, ICE provides for homeland security and public 

safety by and through the enforcement of federal laws governing border control, customs, trade 

                                                           

2 SFOpenData, https://data.sfgov.org/Public-Safety/SFPD-Incidents-from-1-January-2003/tmnf-

yvry (This San Francisco government website aggregates crime data form the SFPD) visited on 

April 5, 2016. 
3 There are ten San Francisco Police Districts and the average San Francisco Police District had 

2,247 auto break-ins during the September 13, 2014 to September 13, 2016 time period. 
4 Vince Cestone, Pier 14 Shooting: San Francisco Police Confirm weapon recovered in Bay 

near Pier 14 is same used in homicide, KRON 4 News, (“KRON 4 News”) (July 10, 2015), 

http://kron4.com/2015/07/10/san-francisco-police-confirm-weapon-recovered-from-pier-14-is-

same-used-in-homicide/. 
5 Mark Matthews & Lisa Fernandez, Gun used in Pier 14 shooting belonged to federal agent: 

Sources, MSNBC, (July 8, 2015), http://www.msnbc.com/msnbc/gun-used-pier-14-shooting-

belonged-federal-agent-sources. 
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and immigration. ICE fields a force of more than 20,000 employees working in more than 400 

offices in the United States and abroad. ICE is the largest investigative arm of the DHS and 

operates out of 26 main field offices in the U.S.  

As reported by the Office of Inspector General in January 2010, DHS reportedly lost 

289 firearms over the course of just two years – this is more than one firearm every three 

days.  ICE, along with the Customs and Border Protection (“CBP”) accounted for 243 of the lost 

firearms—or close to eighty-five (85%) percent of the total DHS lost firearms. The Office of the 

Inspector General determined that 179 of the 243 

firearms—or seventy-four (74%) percent—were lost due to 

failure of the agent to properly secure, and according to the 

Inspector General, “all 179 losses may have been prevented 

had the officers properly safeguarded their firearms.” See 

Exhibit B at pages 5 - 7. 

Notably, this led the Office of Inspector General in 

2010 to conclude: “The Department of Homeland Security, 

through its components, did not adequately safeguard and 

control its firearms. Components reported 289 firearms as lost during FYs 2006 through 2008. 

Although some reported losses were beyond the officers’ control, most losses occurred because 

officers did not properly secure firearms.” See Exhibit B at page 1. 

VI.  ICE AGENTS AND/OR OFFICERS HAVE A MANDATORY DUTY TO SECURE 

 THEIR FIREARMS 

 The law enforcement agencies of the Department of Homeland Security publish “Use of 

Force Policy” handbooks that reflect the duties of their agents and/or officers in regard to 

weapons.  While ICE does not make its “Use of Force Policy” available to the general public, 
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another law enforcement component of the Department of Homeland Security—Customs and 

Border Protection (“CBP”)—does make its “Use of Force Policy” public,6 and there is no 

reasonable basis to suspect any difference in the requirements imposed on their officers and/or 

agents to properly store and secure weapons. If anything, ICE’s policy regarding storing 

firearms in vehicles is actually more stringent than CBP’s according to a report from the Office 

of the Inspector General.7  

Pursuant to CBP’s Use of Force Policy, Guidelines and Procedures Handbook 

(“HANDBOOK”): “Authorized Officers/Agents shall carry their CBP-issued handgun(s) 

fully loaded at all times.” See Exhibit C at page 9.  

                                                           

6
 CBP has made its policy available under the New Commissioner R. Gil Kerlikowske. See 

https://www.cbp.gov/newsroom/stats/cbp-use-force (“At the Commissioner’s direction, CBP published its use of 

force policy in May 2014 and use of force statistics October 2015. Furthering the Commissioner’s intent regarding 

transparency, CBP will update the UOF data on a monthly basis, which includes a breakdown by Sector, Field 

Office and Air and Marine region.”).  
7 See Exhibit C at page 8 (“CBP policies and procedures for leaving a firearm in an unattended vehicle are 

inadequate and do not include requirements to secure the firearm to the vehicle. Although ICE policies and 

procedures for storing firearms in vehicles are more stringent, requiring officers to secure them to the vehicle with 

an ICE-approved safety-locking device, ICE does not require that its staff permanently secure the locking device to 

the vehicle.”).  
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With respect to general guidelines and responsibilities on the accountability of firearms, 

the HANDBOOK states: “Authorized Officers/Agents are expected to exercise good judgment 

in providing sufficient security for CBP-issued use of force equipment to protect against theft or 

unauthorized use.” See Exhibit C at page 57. 

With respect to the proper storage of firearms, the HANDBOOK reads: “A safety-

locking device (e.g., a cable lock, trigger lock, lock box) shall be used when storing a CBP-

issued firearm in a residence, temporary residence or lodging unless the weapon is within the 

immediate reach of the employee. When stored, firearms shall be placed out of plain view and 

in a location that affords reasonable protection against theft or unauthorized use.” See Exhibit 

C at page 60.  

Further, in response to its finding that ICE did not adequately safeguard and control its 

weapons in 2010, the Office of the Inspector General pointed out that ICE policies and 

procedures require agents and/or officers to secure a firearm with an ICE-approved safety-

locking device when left in a vehicle. See Exhibit B page 8. Despite this measure, the Office of 

the Inspector General recommended that ICE take further measures to align itself with best 

practices: “[w]hile using a safety-locking device is good practice, the best way to protect 

firearms from theft is to store them in lockboxes properly mounted as recommended in the 

manufacturers’ guidelines.” See Exhibit B at page 8.  
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BASIS FOR FEDERAL TORT CLAIM LIABILITY 

VII. THE ICE AGENT FAILED TO PROPERLY SECURE HIS FIREARM 

 CLAIMANTS hereby re-allege and incorporate by reference each and every allegation 

contained above as if fully set forth in detail herein.  

 ICE agents and/or officers are under a mandatory duty to secure government-issued 

firearms in a safety-locking device or lockbox. Further, ICE agents and/or officers have a 

mandatory duty to carry their government-issued firearms at all times, so as not to leave 

government firearms unattended, in plain view and/or in a location under circumstances that does 

not afford protection from theft. Lastly, ICE is required by federal regulations to train and 

instruct its agents and officers on how to properly safeguard government-issued weapons, and 

establish requirements for enforcement of those policies and procedures which are disobeyed.  

 ICE and/or an ICE agent, officer, and/or employee acted negligently, carelessly, 

recklessly, and/or unlawfully and breached their mandatory duties regarding training, instructing, 

and securing unattended weapons in the possession of their agents, officers, and/or employees, 

when a government-issued Glock 26 9mm caliber pistol with easily accessible ammunition was 

left unlocked and/or unsecured inside an unattended vehicle, thereby fueling yet another 

opportunity for smash and grab vandals—in a city plagued by auto break-ins.  

 As a direct and legal result of these wrongful acts and omissions of the ICE agent and/or 

officer, a serial robber was provided with the means to shoot and kill TONY.  

Based on the premises, CLAIMANTS suffered the damages set forth below.  
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EXHIBIT A – BIOGRAPHY OF TONY   

 

Tony Painting 

for the 

Oakland 

Superheroes 

Mural Project 

 

 

 

 

 

 

 

 

Tony with his 

camera and 

neighborhood 

children at the 

Oakland 

Superheroes Mural 

Project  

 

 

 

 

Simply put, Tony was a young man committed to healing his community through art. 

Sadly, he fell victim to the street violence he sought to end through his work. Born in California 

on September 9, 1988, Tony was a 2006 Berkeley High graduate who attended Berkeley City 

College. To Eric Norberg, a mentor to Tony and his former high school art teacher, Tony stood 

out amongst his peers as a promising and gifted artist. To others, he was a “good fellow” who 
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possessed the special quality of being able to connect with people from all different backgrounds 

and remain calm in the face of conflict.  

Apart from his creative talents in painting and music and video production, Tony was 

also a skilled chess player and skateboarding enthusiast. As the aforementioned makes clear, 

Tony was committed to social justice and saw the world as a canvas for him to paint for peace. 
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Office of Inspector General 

U.S. Department of Homeland Security 
Washington, DC  20528 

     January 25, 2010 

Preface 

The Department of Homeland Security Office of Inspector General (OIG) was 
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment 
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and 
special reports prepared as part of our oversight responsibilities to promote economy, 
efficiency, and effectiveness within the department. 

This report addresses the efficacy of the Department of Homeland Security’s 
management and oversight of its components to ensure that personnel are sufficiently 
safeguarding and controlling firearms.  It is based on interviews with employees and 
officials of relevant agencies and institutions, direct observations, and a review of 
applicable documents.  

The recommendations herein have been developed to the best knowledge available to our 
office, and have been discussed in draft with those responsible for implementation. We 
trust this report will result in more effective, efficient, and economical operations.  We 
express our appreciation to all of those who contributed to the preparation of this report. 

Richard L. Skinner 

Inspector General 




 

Table of Contents/Abbreviations 
Executive Summary .............................................................................................................1
 

Background..........................................................................................................................2
 

Results of Audit ...................................................................................................................5
 

Safeguarding Firearms .............................................................................................6 


Reporting Lost Firearms ........................................................................................10 


Accounting Inventory Control ...............................................................................11 


Actions Taken by CBP and ICE ........................................................................................13 


Conclusion .........................................................................................................................14
 

Recommendations..............................................................................................................14
 

Management Comments and OIG Analysis ......................................................................15 


Appendices 

Appendix A: Purpose, Scope, and Methodology........................................................17 

Appendix B: Management Comments to Draft Report ..............................................18 

Appendix C: Reporting Lost Firearms Policies and Procedures ................................21 

Appendix D: Major Contributors to this Report .........................................................22 

Appendix E: Report Distribution ................................................................................23 


Acronyms and Abbreviations 

CBP Customs and Border Protection 

DHS Department of Homeland Security 

FACTS Firearms, Armor, and Credentials Tracking System 

FMFIA Federal Managers’ Financial Integrity Act 

GAO Government Accountability Office 

ICE Immigration and Customs Enforcement 

OCAO Office of the Chief Administrative Officer 

TSA Transportation Security Administration 

USCG United States Coast Guard 

USSS United States Secret Service 


DHS Controls Over Firearms 



 

OIG
 
Department of Homeland Security 
Office of Inspector General 

Executive Summary 

The Department of Homeland Security’s mission includes law 
enforcement elements, which require the department, through its 
components, to manage various types of firearms.  Our audit 
objective was to determine the efficacy of the Department of 
Homeland Security’s management and oversight of its components 
to ensure that personnel were sufficiently safeguarding and 
controlling firearms.   

The Department of Homeland Security, through its components, 
did not adequately safeguard and control its firearms.  Components 
reported 289 firearms as lost during FYs 2006 through 2008.  
Although some reported losses were beyond the officers’ control, 
most losses occurred because officers did not properly secure 
firearms.  The department did not have a specific firearm policy 
and instead relied on the components to establish specific policies 
and procedures for managing, safeguarding, and controlling 
firearms. While some component policies were sufficient, 
personnel did not always follow them and the department did not 
require that independent third parties perform firearm inventories.  
Field offices did not always promptly report lost firearms to 
component headquarters or keep inventory records updated.  Lost 
firearms pose serious risks to the public and law enforcement 
officers. 

Based on the results of our audit we are making two 
recommendations to the department to improve controls over 
firearms.  The Department of Homeland Security’s Management 
Directorate and Office of the Chief Administrative Officer 
concurred with the recommendations. The components we 
reviewed in detail are already taking actions to correct the issues 
we identified. 
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Background 

Between 2003 and 2007, the Government Accountability Office 
(GAO) and the Department of Justice Office of Inspector General 
assessed controls over firearms at 18 federal law enforcement 
agencies. The reports showed that these agencies faced similar 
challenges in safeguarding and controlling firearms and suffered 
losses of firearms under similar circumstances as the Department 
of Homeland Security (DHS).  In some cases, DHS losses were 
fewer than other agencies, indicating that DHS may have stronger 
controls over its firearms. 

To support its law enforcement mission DHS had over 188,548 
firearms in its inventory as of July 2009.  The components with 
firearms include: 

�	 Customs and Border Protection (CBP); 
�	 Federal Emergency Management Administration 

(FEMA); 
�	 Federal Law Enforcement Training Center (FLETC); 
�	 Immigration and Customs Enforcement (ICE); 
�	 Science and Technology Directorate1 (S&T); 
�	 Transportation Security Administration (TSA); 
�	 United States Coast Guard (USCG); and 
�	 United States Secret Service (USSS). 

Table 1 illustrates component inventories and table 2 illustrates the 
types of firearms carried by DHS law enforcement officers. 

1 The Science and Technology Directorate uses firearms solely in association with the testing mission of 
the Transportation Security Laboratory and does not issue side-arms to individuals. 
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Table 1: DHS Component Inventories as of July 20092 
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Table 2: Types of Weapons in Component Inventories 
Handguns 

Image courtesy of CBP 

Semiautomatic / Automatic Weapons (M-4 Rifles) 

Image courtesy of Colt Defense LLC 

Shotguns 

Image courtesy of Remington 

2 We did not include the number of firearms in TSA’s inventory because this information is protected as 
Sensitive Security Information under 49 CFR 1520.5(b)(8)(ii).  We also did not list the total number of 
firearms in DHS’ inventory to protect TSA’s Sensitive Security Information. 
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The Use of Force Policy Division at CBP and the National 
Firearms and Tactical Training Unit at ICE oversee their respective 
component firearms programs.  CBP and ICE used the Firearms, 
Armor, and Credentials Tracking System (FACTS) to manage 
firearm inventories.  CBP transferred its inventory data from the 
Firearms Inventory Tracking System to FACTS in April 2009. 
FACTS maintains information relating to individual firearms, such 
as the serial number, location, date of last inventory, assigned 
officer, and officer qualification scores. 

In 1982, Congress established the Federal Managers’ Financial 
Integrity Act (FMFIA) requiring executive agencies to establish 
and maintain controls that provide reasonable assurance that 
federal entities safeguard assets against waste, loss, unauthorized 
use, and misappropriation.  The act also mandates that GAO’s 
internal control standards serve as the framework for agencies to 
use in establishing and maintaining internal control systems.  GAO 
internal control standards provide that in establishing internal 
controls, agencies should assess the risks associated with asset 
losses and establish control activities to help ensure those risks are 
addressed. 

In addition to the FMFIA and GAO internal control standards, two 
other organizations issued advisory criteria addressing inventory 
controls. In June 1995, the Joint Financial Management 
Improvement Program addressed management’s responsibility to 
provide guidelines for developing, documenting, and implementing 
physical controls to safeguard and provide accountability for 
inventory items.  In August 1983, the Commission on 
Accreditation for Law Enforcement Agencies, Inc., an independent 
accrediting authority for law enforcement agencies, published 
accreditation standards that include procedures for inventory and 
property control. These inventory control requirements apply to 
sensitive property, such as firearms, to limit accessibility to 
authorized individuals and ensure accountability. 

DHS Management Directive 0565, DHS Personal Property 
Management, provides a general description of controls for 
managing property and does not include controls over sensitive 
items, such as firearms.   

We assessed the efficacy of DHS’ management and oversight of its 
components to ensure that personnel were sufficiently 
safeguarding and controlling firearms.  During our audit, we tested 
the accuracy of inventory records for 1,528 firearms, observed 
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firearm storage procedures, and reviewed inventory policies and 
procedures at 6 CBP and 10 ICE field offices. 

Results of Audit 

The department’s management and oversight of component 
safeguards and controls over firearms were not effective.  A key 
reason that firearm controls were not sufficient was because DHS 
did not have specific firearms policies and procedures in place. 
Instead, DHS relied on its components to augment its general 
property management policies and procedures with specific 
guidance for safeguarding and controlling firearms.  Although 
some component policies and procedures for safeguarding firearms 
were sufficient, personnel did not always follow them.  Component 
personnel did not always sufficiently safeguard their firearms and, 
as a result, lost3 a significant number of firearms between FY 2006 
and FY 2008. Most of the losses occurred because law 
enforcement officers did not sufficiently secure firearms in their 
possession. The lost firearms created unnecessary risk to the 
public and law enforcement personnel; in some cases state and 
local law enforcement officials recovered lost DHS firearms from 
felons and gang members.   

In addition, the department did not require independent third 
parties to perform annual firearm inventories, component field 
offices did not always promptly report lost and stolen firearms to 
component headquarters, and field offices did not keep inventory 
records updated. As a result, DHS could not ensure that 
components safeguarded and controlled firearms, or provided 
accountability over firearms.   

During our audit, CBP and ICE initiated changes to their 
management and oversight of firearms to correct deficiencies we 
identified during this audit. Both components are reviewing or 
strengthening policy and procedures for safeguarding firearms and 
reporting lost firearms.  

3 Lost firearms are those no longer in the possession of the components; they include firearms that were lost 
or stolen. 
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Safeguarding Firearms 


The department, through its components, did not adequately 
safeguard and control firearms.  During FYs 2006 through 2008, 
DHS components reported 289 handguns, M-4 rifles, and shotguns 
as lost. CBP and ICE reported 243 (84%) of the 289 lost firearms.  
The remaining 46 lost firearms (16%) were reported by USCG (9), 
TSA (22), and USSS (15)4. 

When a law enforcement officer determines that a firearm is 
missing, CBP and ICE policies require that the officer send a 
memorandum reporting the loss, and a description of the situation 
surrounding that loss, to the supervisor.  The supervisor forwards 
the notification of loss to the respective component headquarters 
personnel, who create a case file for the lost firearm.  We reviewed 
243 case files for firearms reported lost by CBP and ICE.  For each 
case file, we determined the reason for the reported loss and 
evaluated those circumstances against the respective component’s 
policies and procedures. 

Lost Firearms 

CBP and ICE reported 243 lost firearms during FYs 2006 through 
2008. According to our analysis: 

�	 36 firearms (15%) were lost due to circumstances beyond 
the control of the officers.  For example, CBP lost firearms 
when Hurricane Katrina made landfall and ICE lost a 
firearm during an assault on an officer. 

�	 28 firearms (about 11%) were lost even though officers 
stored them in lockboxes or safes. 

�	 179 firearms (74%) were lost because officers did not 
properly secure them. 

Of the 179 firearms, CBP and ICE reported 59 (33%) firearms as 
lost and 120 (67%) firearms as stolen.  Since the components’ 
guidance did not provide a standard methodology for classifying 
and reporting lost firearms, officers tended to report a firearm as 
stolen rather than lost.  This was due to a common perception 
among officers that reporting a stolen firearm was more acceptable 

4 According to Secret Service officials, 3 of the 15 firearms reported as lost or stolen between 2006 and 
2008 were actually lost in the 2001 attack on the World Trade Center.  The loss of these firearms was 
reported in 2008. 
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than reporting a lost firearm.  Although CBP and ICE reported 120 
firearms as stolen, our analysis showed that these firearms were 
lost (stolen) because officers left the firearms unsecured.  All 179 
losses may have been prevented had the officers properly 
safeguarded their firearms. For example, an officer left his firearm 
in the restroom of a fast food restaurant, and when he returned to 
retrieve it, it was gone. The case file listed this firearm as stolen; 
however, we believe that the firearm would not have been stolen 
had the officer exercised due diligence in safeguarding the firearm. 

The following examples further demonstrate the inappropriate 
practices some officers used to store firearms in vehicles and 
residences: 

�	 A CBP officer left a firearm unsecured in an idling vehicle 
in the parking lot of a convenience store. The vehicle and 
firearm were stolen while the officer was inside the store.  
A local law enforcement officer later recovered the firearm 
from a suspected gang member and drug smuggler. 

�	 A CBP officer left a firearm on a toolbox in the bed of a 
truck, and the firearm fell off when the officer drove home.  
Law enforcement officials later recovered the firearm from 
an individual who resisted arrest and assaulted the arresting 
officer. 

�	 An ICE officer left an M-4 rifle and a shotgun unsecured in 
a closet in his home; subsequently, both firearms were 
stolen during a burglary. State and federal law enforcement 
officers later recovered these firearms from a felon. 

�	 An ICE officer left a firearm on the bumper of a vehicle, 
which fell off as the officer left his place of employment.  
A civilian found the firearm and turned it over to the local 
police. 

Other CBP and ICE officers left firearms in places such as a fast 
food restaurant parking lot, a bowling alley, and a clothing store. 
Although our review focused on CBP and ICE, other components 
described similar incidents.  For example, a TSA officer left a 
firearm in a lunch box on the front seat of an unlocked vehicle; the 
officer realized the firearm was stolen when he returned to the 
vehicle 2 days later. Officers may have prevented many of these 
losses had they exercised reasonable care when storing their 
firearms.    
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CBP and ICE officers lost 28 firearms even though they secured 
the firearms in lockboxes or safes.  The components may have 
prevented these losses through more stringent policies and 
procedures. CBP policies and procedures for leaving a firearm in 
an unattended vehicle are inadequate and do not include 
requirements to secure the firearm to the vehicle.  Although ICE 
policies and procedures for storing firearms in vehicles are more 
stringent, requiring officers to secure them to the vehicle with an 
ICE-approved safety-locking device, ICE does not require that its 
staff permanently secure the locking device to the vehicle.  While 
using a safety-locking device is a good practice, the best way to 
protect firearms from theft is to store them in lockboxes properly 
mounted as recommended in the manufacturers’ guidelines. 

Storing Firearms at Field Offices 

Law enforcement officers at field offices did not always use the 
locking devices provided by CBP and ICE to store their firearms in 
vehicles. We observed firearm storage procedures and verified 
1,528 firearm serial numbers at 6 CBP and 10 ICE field offices.   
Officers stored 152 of the 1,528 firearms we examined in vehicles.  
Of the 152 firearms stored in vehicles, 58 (38%), were unsecured.  
CBP and ICE provided most officers with lockboxes and a locking 
cable to secure their firearms.  However, in these 58 cases, the 
officers did not use the locking devices.  In addition to the locking 
devices, some ICE facilities provided officers access to lockers to 
secure their firearms during working hours, as shown below: 

Lockers provided for ICE officers to secure firearms – DHS-OIG Photo 

Even though the officers had securing devices and access to these 
lockers, some officers chose to leave their firearms unsecured in 
their vehicles. The following examples and photos illustrate how 
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some officers stored firearms in vehicles5: 

�	 An ICE officer stored the keys for his assigned 
government-owned vehicle next to a windshield wiper 
blade. We observed the officer retrieve the keys, unlock 
the trunk, and reveal an unsecured firearm, body armor, and 
radio equipment.  After our verification of the firearm serial 
number, the officer returned the keys to the windshield 
wiper blade. 

Keys to government- issued vehicle stored next to windshield wiper – DHS-OIG Photo 

�	 CBP and ICE firearms instructors left firearms unsecured in 
vehicles. The firearms were stored in bags that were 
visible from the windows of the vehicles and not secured to 
the vehicles. 

�	 Other CBP and ICE officers stored firearms in glove 
compartments and center consoles, under seats, and in 
various types of bags. 

Firearm unsecured in 
duty belt in an 
officer’s vehicle 
– DHS-OIG Photo 

5 We notified local supervisors of these issues as we identified them. 
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Recovered Firearms 

According to CBP and ICE case files, 65 (27%) of the 243 lost 
firearms were recovered; of the 65 recovered firearms, 50 (77%) 
were recovered by the components or civilian organizations, and 
15 (23%) were recovered by other law enforcement organizations. 
Although lost firearms account for a minor percentage of DHS’ 
total firearms inventory, they pose serious risks to civilians and 
non-civilians alike. Local law enforcement organizations 
recovered 15 DHS firearms from felons, gang members, criminals, 
drug users, and teenagers. For example, law enforcement officers: 

�	 Recovered a firearm from a suspected gang member.  The 
suspect was driving a recreational vehicle with modified 
hidden compartments that had trace evidence of illegal 
drugs. 

Firearm recovered 
with gang symbol 
etched on the barrel. 

— Photo courtesy of 
the Lake City Police 
Department 

�	 Recovered a lost firearm from an individual who was in 
possession of cocaine. 

�	 Recovered a firearm from a drug dealer while executing a 
narcotics search warrant. 

Reporting Lost Firearms 

Although officers immediately reported the lost firearms to their 
supervisors and the National Crime Information Center6 as 
required, officers did not always report lost firearms to the 
component headquarters in a timely manner.  In some cases, it took 
nearly 3 years to report the loss to the component headquarters.  
According to the case files, CBP and ICE staff took an average of 

6 The National Crime Information Center is a computerized database for ready access by law enforcement 
agencies to assist in apprehending fugitives, locating missing persons, locating and returning stolen 
property, and protecting the law enforcement officers encountering the individuals described in the system. 
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about 2 months and 4 months, respectively, to report lost firearms 
to component headquarters, ranging from the day of loss to nearly 
3 years after the loss. The reporting delays were due to incomplete 
reporting policies and procedures. 

CBP and ICE have incomplete requirements for reporting lost and 
stolen firearms.  Both of their policies and procedures state that 
when a firearm is lost or stolen the officer must report the loss or 
theft immediately or as soon as practicable to a supervisor. 
However, beyond the initial reporting, some critical reporting 
requirements are not stated.  For example, CBP and ICE policies 
and procedures do not state the timeframes for reporting lost 
firearms to the National Crime Information Center.  (See Appendix 
C for the table illustrating the incomplete reporting requirements.) 

In addition, CBP operates under three inconsistent policies: the 
former Customs policy, the former Immigration and Naturalization 
Service policy, and the current ICE policy (only one CBP division 
follows the current ICE policy). Although ICE has only one 
policy, it does not address all the critical reporting requirements.  
Without consistent reporting requirements, the components and 
department cannot maintain visibility over firearms inventories.   

Accounting Inventory Control 

Independent third parties do not conduct annual firearms 
inventories at CBP and ICE. In addition, component personnel did 
not always enter some acceptances and transfers into the inventory 
system promptly.  CBP and ICE rely on law enforcement 
personnel and their supervisors to conduct inventories.  The delays 
in acceptances and transfers occurred because CBP and ICE do not 
have policies and procedures addressing the timelines for these 
actions.  As a result, the inventories were not always accurate or 
updated. 

Annual Inventory 

Independent third parties do not conduct annual inventories of 
firearms at CBP and ICE.  CBP and ICE guidance does require that 
field office personnel conduct annual inventories to ensure the 
completeness and accuracy of the firearms inventory information 
within the inventory system.  The policy requires personnel to 
complete an annual inventory over a 30-day period.  The officer 
assigned the firearm is responsible for verifying the serial number 
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and other pertinent information, and entering the data into FACTS. 
Subsequently, the officer’s supervisor is responsible for ensuring 
that the officer appropriately inventoried the correct firearm 
through visual inspection of the officer’s firearm and verification 
of the information entered into FACTS.  We identified six cases of 
lost firearms where supervisors did not perform a visual 
inspection; however, they still verified the firearm within the 
inventory system over several years.7  The following history of one 
of these six lost CBP firearms illustrates this annual inventory 
control weakness: 

�	 September 2004 – An officer’s firearm was stolen from his 
vehicle but the loss was not recorded in the FACTS 
inventory system. 

�	 August 2005 – Another officer recorded in FACTS that the 
stolen firearm was in his possession. 

�	 September 2005 – This officer’s supervisor affirmed 
information about this firearm in FACTS. 

�	 December 2006 – A third officer entered the firearm 
information into FACTS (as if it were not lost). 

�	 December 2006 – This officer’s supervisor affirmed the 
firearm information in FACTS. 

�	 August 2007 – The third officer again entered firearm 
information into FACTS (as if it were not lost) as part of 
the annual inventory process. 

�	 September 2007 – Supervisor verified this firearm 
information in FACTS. 

As of 2009, CBP and ICE require supervisors to affirm, within the 
inventory system, that they visually verified the serial numbers of 
officers’ firearms during the annual inventory.  Although this is a 
reasonable control, affirmations do not replace inventories 
performed by independent third parties. 

Acceptances and Transfers 

Component personnel did not always promptly update acceptances 
of firearms and transfers of officers’ firearms in the inventory 
system.  Component policies and procedures do not address the 

7 We referred these six cases to the CBP Office of Internal Affairs for further review. 
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timely inputting of acceptances and transfers.  Acceptances occur 
to document the receipt of new firearms.  Transfers occur to 
document a change in an officer’s duty station or a change in status 
of an issued firearm.  As a result, the components did not always 
maintain up-to-date inventory records, which reduced 
accountability in the management of firearms. 

Our review of CBP and ICE resulted in 29 inventory control 
inaccuracies (22 at CBP and 7 at ICE).  For example: 

�	 A CBP facility did not include three firearms issued to the 
facility in their inventory system.  CBP updated the 
inventory when we pointed out the discrepancy. 

�	 An ICE officer transferred from one office to another but 
the officer’s information, including inventory data for his 
firearm, did not transfer to the new inventory records for 
several weeks. ICE updated the inventory records when we 
pointed out the discrepancy. 

Actions Taken by CBP and ICE 

CBP is developing and implementing changes in its management 
and oversight of firearms to improve firearms accountability and to 
correct deficiencies identified during our audit.  To correct the 
deficiencies, CBP initiated the following actions: 

�	 Transitioned to a web-based firearms accountability system 
in April 2009. 

�	 Created a monthly review process of lost firearms to 
improve its oversight and accountability.   

�	 Developed a unified Use of Force Policy, which is 
currently in the staffing and approval process. 

�	 Reviewed policies and procedures regarding the 
safeguarding and controlling of firearms in vehicles to 
determine if they are sufficient.   

�	 Utilized the CBPnet to remind law enforcement personnel 
of the reporting requirements for lost, stolen, or missing 
firearms.   

�	 Developed a presentation that addresses the proper methods 
for safeguarding and controlling firearms, which CBP plans 
to use annually. 
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ICE initiated changes in its management and oversight of firearms 
to correct deficiencies identified during our audit.  To correct the 
deficiencies, ICE initiated the following actions:  

�	 Developed methods to promote firearms security awareness 
through policy and procedure clarifications, and posters to 
reinforce firearms storage requirements.   

�	 Drafted a memorandum to remind all ICE program office 
directors of their responsibility to ensure that armed 
personnel safeguard all issued or approved personally 
owned firearms in accordance with ICE policies and 
procedures. 

�	 Drafted a second memorandum to provide supplementary 
guidance regarding the processes officers should use to 
report lost and stolen firearms and the required 
documentation for transfer and receipt of firearms.   

�	 Recommended that its Office of Professional 
Responsibility Management Inspection Unit expand the 
scope of their firearms field audits to include a review of 
the individual officers’ storage practices. 

Conclusion 

The prescribed guidance for DHS and the augmented guidance 
developed by the components are incomplete and inconsistent to 
ensure that firearms are protected against loss and unauthorized 
use. By developing standard policies and procedures, DHS could 
reduce the number of lost firearms and improve its accountability 
over its firearm inventory. 

Recommendations 

We recommend that the Undersecretary for Management: 

Recommendation #1: Develop department-wide policies and 
procedures for safeguarding and controlling firearms.  At a 
minimum, these policies and procedures should include: 

a.	 Requirements for properly securing firearms, including a 
requirement to use properly mounted lockboxes. 

b.	 Timelines for recording acceptances and transfers in the 
inventory system. 

c.	 Requirements for reporting lost firearms, including 
classification of lost versus stolen, and timelines for 
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reporting lost firearms to supervisors, local law 
enforcement, the National Crime Information Center, and 
component headquarters.   

d.	 Inventory procedures that include having an independent 
third party observe annual inventories. 

Recommendation #2: Assess firearm security equipment needs 
for each officer assigned a firearm, issue security equipment as 
needed, and reaffirm to each officer the requirement to always 
properly secure firearms. 

Management Comments and OIG Analysis 

DHS provided comments to our draft report, concurring with both 
recommendations.  Below is a summary of the written response 
from DHS and our analysis of the response.  A copy of the 
Undersecretary of Management’s response, in its entirety, appears 
in Appendix B. 

DHS Response to Recommendation #1: The Undersecretary of 
Management concurred with our recommendation and said that the 
Office of the Chief Administrative Officer (OCAO) has begun a 
complete revision of the DHS Property Management policy 
directive. Key controls addressed within the DHS Property 
Management policy directive will include the proper storage of 
weapons; recording and updating firearms inventory; classification 
of lost and stolen, and timeliness for reporting lost or stolen 
firearms; and proper inventory procedures. 

OIG Evaluation: This recommendation is resolved, but remains 
open pending confirmation that the DHS implemented these key 
controls and that the key controls address the recommendation.  
Developing effective policies and procedures will assist in 
mitigating the risk of lost firearms.   

DHS Response to Recommendation #2: DHS concurred with 
our recommendation. The OCAO will review the component’s 
requirements for firearm security equipment and collaborate with 
them to determine the effectiveness of their current equipment.  In 
addition, the OCAO will require that all components conduct 
annual firearm security requirements awareness training.   
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OIG Evaluation: This recommendation is resolved, but remains 
open pending confirmation that DHS implemented these policies 
and procedures and that the policies and procedures appropriately 
address the recommendation.  Developing effective policies and 
procedures will assist in mitigating risks associated with 
maintaining security over firearms.   
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Appendix A 
Purpose, Scope, and Methodology 

This report provides the results of our work to determine the 
efficacy of DHS management and oversight of component 
safeguards and controls over firearms.  To achieve our objectives 
we: 

�	 Interviewed DHS officials regarding management of 
personal property, specifically firearms, and the related 
policies and procedures for DHS and the components;   

�	 Reviewed DHS organizational charts, and manuals for 
tracking systems and firearms inventories;   

�	 Reviewed case files and data for the components’ lost 
firearms from FYs 2006 through 2008;  

�	 Contacted law enforcement agencies and the Federal 
Bureau of Investigation to obtain information regarding the 
circumstances surrounding the recovery of lost firearms;   

�	 Interviewed officers, observed the storage of firearms, and 
physically verified that serial numbers and the make and 
model of the officers’ firearms matched the inventory 
listing provided to us by CBP and ICE; 

�	 Conducted fieldwork at 16 CBP and ICE locations, verified 
the serial numbers for 1,528 issued firearms, and observed 
storage practices for 152 firearms;  

�	 Reviewed prior audit reports regarding DHS, the 
components, and other federal agencies that have armed 
law enforcement officers; and   

�	 Assessed the reliability and validity of data provided by the 
components by performing a physical verification of 
inventory data and comparing relevant data from multiple 
sources. 

We conducted our audit between February and July 2009 under the 
authority of the Inspector General Act of 1978, as amended, and 
according to generally accepted government auditing standards.  
Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our 
audit objectives. 
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Management Comments to Draft Report 
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Appendix C 
Reporting Lost Firearms Policies and Procedures 

CBP Policies ICE Policy 

Critical Reporting Steps Customs Policy 
Immigration and 

Naturalization 
Service Policy 

ICE Interim Policy 

Report lost firearm to 
supervisor Immediately As soon as 

practical Immediately 

Report lost firearm to 
local law enforcement Not stated 

As soon as 
possible from 
supervisor 

Not required 

Report lost firearm to 
component headquarters No timeframe Within 24 hours Immediately from 

supervisor 

Report lost firearm to  
National Crime 
Information Center 

No timeframe Not stated No timeframe 

Memo prepared by 
employee Not stated Within 48 hours Within 48 hours 

Report to Joint Intake 
Center (JIC) Not stated 

Not stated 
Not stated 

Significant Incident 
Report Not stated Within 24 hours Not stated 

Report of survey No timeframe No timeframe Not stated 

CBP - Internal Affairs No timeframe Within 24 hours 
by HQs Not applicable 

ICE - Office of 
Professional 
Responsibility 

Not applicable Not applicable 
As soon as 
practicable from 
supervisor 
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ADDITIONAL INFORMATION AND COPIES 

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100, 
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig. 

OIG HOTLINE 

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal 
misconduct relative to department programs or operations: 

• Call our Hotline at 1-800-323-8603; 

• Fax the complaint directly to us at (202) 254-4292; 

• Email us at DHSOIGHOTLINE@dhs.gov; or 

• Write to us at: 
DHS Office of Inspector General/MAIL STOP 2600, 
Attention: Office of Investigations - Hotline, 
245 Murray Drive, SW, Building 410, 
Washington, DC 20528. 

The OIG seeks to protect the identity of each writer and caller. 
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I. Policy on the Use of Force By CBP Officers and Agents   

A. General Guidelines 
 

1. CBP policy on the use of force by Authorized Officers/Agents is derived from 
constitutional law, as interpreted by federal courts in cases such as Graham v. 
Connor, 490 U.S. 386 (1989) and Tennessee v. Garner, 471 U.S. 1 (1985), 
federal statutes and applicable DHS and CBP policies. 
 

2. Authorized Officers/Agents may use "objectively reasonable" force only when it is 
necessary to carry out their law enforcement duties. 
 

3. The “reasonableness” of a particular use of force is based on the totality of 
circumstances known by the officer/agent at the time of the use of force and 
weighs the actions of the officer/agent against the rights of the subject, in light of 
the circumstances surrounding the event.  Reasonableness will be judged from 
the perspective of a reasonable officer/agent on the scene, rather than with the 
20/20 vision of hindsight. 

 
4. The calculus of reasonableness embodies an allowance for the fact that law 

enforcement officers/agents are often forced to make split-second decisions - in 
circumstances that are tense, uncertain, and rapidly evolving - about the amount 
of force that is necessary in a particular situation. 
 

5. A use of force is “necessary” when it is reasonably required to carry out the 
Authorized Officer’s/Agent’s law enforcement duties in a given situation, 
considering the totality of facts and circumstances of such particular situation.  A 
use of deadly force is “necessary” when the officer/agent has a reasonable belief 
that the subject of such force poses an imminent danger of death or serious 
physical injury to the officer/agent or to another person. 
 

6. An Authorized Officer/Agent may have to rapidly escalate or de-escalate through 
use of force options, depending on the totality of facts and circumstances of the 
particular situation.   
 

7. Based on the totality of circumstances, different officers/agents may have 
different responses to the same situation, any of which may be both reasonable 
and necessary.  The level of force applied must reflect the totality of 
circumstances surrounding the situation, including the presence of imminent 
danger to the officer/agent or others.  
 

8. If feasible, and if to do so would not increase the danger to the officer/agent or 
others, a verbal warning to submit to the authority of the officer/agent shall be 
given prior to the use of force.  If a particular situation allows for the issuance of a 
verbal warning, the officer/agent: 
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a. Should have a reasonable basis to believe that the subject can comprehend 
and comply with the warning; and 
 

b. Allow sufficient time between the warning and the use of force to give the 
subject a reasonable opportunity to voluntarily comply with the warning. 

 
9. Following any incident involving the use of force, Authorized Officers/Agents shall 

seek medical assistance for any person who appears, or claims to be, injured. 

B. Objectively Reasonable and the Totality of Circumstances 
 

1. The reasonableness inquiry for an application of force is an objective one: the 
question is whether the officer’s/agent’s actions are objectively reasonable in 
light of the totality of facts and circumstances confronting him or her, without 
regard to underlying intent or motivation. 
 

2. In determining whether a use of force is "objectively reasonable" an Authorized 
Officer/Agent must give careful attention to the totality of facts and circumstances 
of each particular case, including: 

 
a. Whether the subject poses an imminent threat to the safety of the 

officer/agent or others; 
 

b. The severity of the crime at issue; 
 

c. Whether the subject is actively resisting seizure or attempting to evade arrest 
by flight; 
 

d. Whether the circumstances are tense, uncertain and rapidly evolving; and 
 

e. The foreseeable risk of injury to involved subjects and others. 
 

3. Totality of circumstances refers to all factors existing in each individual case.  In 
addition to those listed in subsection B.2, these factors may include (but are not 
limited to): 
 
a. The training, mental attitude, age, size and strength of the officer/agent; 

 
b. The training, mental attitude, age, size and strength of the subject;  

 
c. The weapon(s) involved; 

 
d. The presence of other officers/agents, subjects or bystanders; and  

 
e. Environmental conditions.   

Policy on the Use of Force By CBP Officers and Agents Page 2 
 



CBP Use of Force Policy, Guidelines and Procedures Handbook  May 2014 
 

C. Use of Less-Lethal Force1 
 

1. Less-lethal force is force that is not likely to cause serious physical injury or 
death. 

 
2. Any use of less-lethal force must be both objectively reasonable and necessary 

in order to carry out the Authorized Officer’s/Agent’s law enforcement duties.  
 

3. Less-lethal devices/weapons may be used in situations where empty-hand 
techniques are not sufficient to control disorderly or violent subjects.   

D. Use of Deadly Force 
 

1. Deadly force is force that is likely to cause serious physical injury or death.  
 

2. The Department of Homeland Security Policy on the Use of Deadly Force 
governs the use of deadly force by all DHS employees. 
 

3. Authorized Officers/Agents may use deadly force only when necessary, that is, 
when the officer/agent has a reasonable belief that the subject of such force 
poses an imminent danger of serious physical injury or death to the officer/agent 
or to another person. 
 
a. Serious Physical Injury - Injury which creates a substantial risk of death or 

which causes serious disfigurement, serious impairment of health or serious 
loss or impairment of the function of any bodily organ or structure or involves 
serious concussive impact to the head. 

 
4. Except in limited circumstances during air or marine enforcement operations, 

discharging a firearm as a warning or signal is prohibited.  Discharging a firearm 
at a person shall be done only with the intent of stopping that person from 
continuing the threatening behavior that justifies the use of deadly force.   
 

5. Deadly force is not authorized solely to prevent the escape of a fleeing subject.  
Deadly force against a fleeing subject is only authorized if there is probable 
cause to believe that:  
 
a. The subject has inflicted or threatens to inflict serious physical injury or death 

to the officer/agent or to another person; and 
 

b. The escape of the subject poses an imminent threat of serious physical injury 
or death to the officer/agent or to another person. 

 

1 Referenced in prior versions of CBP policy or applicable regulations as “intermediate force” or “non-
deadly force” and used herein with the same purpose and effect. 
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6. Authorized Officers/Agents shall not discharge their firearms at the operator of a 
moving vehicle, vessel or aircraft unless deadly force is necessary – that is, when 
the officer/agent has a reasonable belief that the operator poses an imminent 
danger of serious physical injury or death to the officer/agent or to another 
person. 
 
a. Such deadly force may include a moving vehicle aimed at officers/agents or 

others present, but would not include a moving vehicle merely fleeing from 
officers/agents unless the vehicle or the escape of the subject poses an 
imminent threat of serious physical injury or death to the officer/agent or to 
another person.  
 

b. The hazard of an uncontrolled conveyance shall be taken into consideration 
prior to the use of deadly force. 

 
7. Firearms shall not be fired solely to disable motor vehicles, vessels, aircraft or 

other conveyances.  The only exception is that Authorized Officers/Agents, when 
conducting maritime law enforcement operations, may use specifically authorized 
firearms and ammunition to disable moving vessels or other maritime 
conveyances. 
 

8. Deadly force may be directed against dangerous or vicious animals in self-
defense or in defense of another person.   
 

9. Deadly force may also be used to euthanize an animal that appears to be 
seriously injured or diseased.  In doing so, the Authorized Officer/Agent must be 
able to justify the use of deadly force to prevent the animal from additional 
suffering, eliminate a public health risk or to ensure public safety.   
 

10. The act of establishing a grip, drawing a weapon or pointing a weapon does not 
constitute the use of deadly force. 

E. The CBP Use of Force Continuum 
 

1. The CBP Use of Force Continuum is an instructional model used to describe the 
levels of force an Authorized Officer/Agent may need to utilize to gain control 
over a resistant subject. 

 
2. While it describes each of the different levels of force that may be used in 

response to subject behavior, it is not necessary to mechanically apply every 
step of the CBP Use of Force Continuum.   

 
3. An Authorized Officer/Agent may have to rapidly escalate or de-escalate through 

the Continuum, depending on the totality of facts and circumstances of the 
particular situation.   
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4. Levels of Subject Behavior/Resistance: 
 

a. Compliant - A subject who is compliant/cooperative with an Authorized 
Officer’s/Agent’s control efforts. 
 

b. Passive Resistance - A subject who is not believed to represent an immediate 
threat or flight risk, and who is not offering physical resistance to an 
Authorized Officer’s/Agent’s control efforts, but is not cooperative.  
 

c. Active Resistance - A subject who offers physical or mechanical resistance to 
an Authorized Officer’s/Agent’s control efforts. 
 
(1) Mechanical Resistance - A type of active resistance, where a subject uses 

a mechanical or other object to resist an officer/agent’s control efforts.  
The subject’s efforts are not directed toward the officer/agent but rather 
appear intended to thwart an officer’s/agent’s control efforts by physically 
securing or holding to another object. 

 
d. Assaultive Resistance (Physical Injury) - A subject whose resistance causes, 

or has the potential to cause, physical injury to the officer/agent, others, or 
self.  This includes a subject’s attempts (or apparent intent) to make physical 
contact in an attempt to control or assault the officer/agent. 
 

e. Assaultive Resistance (Serious Physical Injury/Death) - A subject whose 
resistance causes, or has the potential to cause, serious physical injury or 
death to the officer/agent, others, or self.   

 
5. Levels of Officer/Agent Response: 

 
a. Cooperative Controls - Measures (including verbal commands) used to 

maintain control over a compliant subject. 
 

b. Contact Controls - Physical measures taken when verbal commands and 
officer presence are not effective in gaining compliance.  Contact controls 
may include measures such as strategic positioning, escort holds, joint 
manipulation or immobilization or touch pressure point stimulation. 
 

c. Compliance Techniques - Actions taken when the subject is actively resisting 
the efforts of the officer/agent to establish and maintain control.  Examples of 
compliance techniques include the use of Oleoresin Capsicum (OC) spray, 
strike pressure points, stunning techniques, takedowns, joint manipulations 
and use of an Electronic Control Weapon (ECW).  
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d. Defensive Tactics - Actions taken when a subject has either assaulted the 
officer/agent or is displaying a willingness and intent to do so.  Examples of 
defensive tactics are concentrated strikes involving the use of empty-hand 
techniques (e.g., the use of body parts as weapons), the Collapsible Straight 
Baton (CSB) and the ECW. 
 

e. Deadly Force - Actions taken when an Authorized Officer/Agent has a 
reasonable belief that the subject of such force poses an imminent danger of 
serious physical injury or death to the officer/agent or to another person. 

F. Use of Safe Tactics 
 

1. Authorized Officers/Agents should seek to employ enforcement tactics and 
techniques that effectively bring an incident under control, while promoting the 
safety of the officer/agent and the public, and minimizing the risk for unintended 
injury and/or property damage. 
 

2. Except where otherwise required by inspections or other operations, Authorized 
Officers/Agents should avoid standing directly in front of or behind a subject 
vehicle.  Officers/agents should not place themselves in the path of a moving 
vehicle or use their body to block a vehicle’s path. 
 

3. Authorized Officers/Agents should, whenever reasonable, avoid placing 
themselves in positions where they have no alternative to using deadly force. 
 

4. Authorized Officers/Agents shall not discharge their firearms in response to 
thrown or launched projectiles unless the officer/agent has a reasonable belief, 
based on the totality of circumstances (to include the size and nature of the 
projectiles), that the subject of such force poses an imminent danger of serious 
physical injury or death to the officer/agent or to another person. 
 
Officers/agents may be able to obtain a tactical advantage in these situations, 
through measures such as seeking cover or distancing themselves from the 
immediate area of danger. 

G. DHS Commitment to Nondiscriminatory Law Enforcement and Screening Activities 
 

1. The DHS Commitment to Nondiscriminatory Law Enforcement and Screening 
Activities policy statement is applicable to all situations where officers/agents 
exercise their use of force authority.
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II. Operational Guidelines and Administrative Procedures 

Chapter 1:  Authorized Officers/Agents and the Authority to 
Carry Firearms 

A. Authorized Officers/Agents 
 

1. For the purposes of this Handbook, the term “Authorized Officers/Agents” 
includes: 

 
a. CBP Officers; 

 
b. Border Patrol Agents;  

 
c. Air and Marine Officers and Agents; 

 
d. Internal Affairs Special Agents and Investigators; and 

 
e. Other qualified CBP personnel as designated by the Assistant 

Commissioners of the operational components, or the Chief, Office of Border 
Patrol (hereinafter referred to as “Assistant Commissioners” or “ACs”), the 
Commissioner and the Director of UFCE.  
 
A component Assistant Commissioner (AC) may request an individual 
designation by submitting a written justification requesting this designation to 
the Commissioner, through the AC of the Office of Training and Development 
(OTD).  This justification shall be forwarded to the Director of UFCE for 
comment prior to submission to the Commissioner.   
 

2. Additional qualified CBP personnel may be designated as armed personnel by 
the ACs of the operational components, the Commissioner and the Director of 
UFCE, but are not considered to be Authorized Officers/Agents.   
 
A component Assistant Commissioner (AC) may request an individual 
designation by submitting a written justification requesting this designation to the 
Commissioner, through the AC of the Office of Training and Development (OTD).  
This justification shall be forwarded to the Director of UFCE for comment prior to 
submission to the Commissioner.   

a. All such personnel are required, in accordance with the requirements of 
Chapter 6, to demonstrate their proficiency in the use of each of the CBP 
firearms that they are issued.  
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B. Authority to Carry CBP-Issued Firearms 
 

1. The authority to carry a CBP-issued firearm is provided by federal law, including 
8 U.S.C. § 1357, 8 C.F.R. § 287.8 and § 287.9, and 19 U.S.C. § 1589(a).  Such 
carriage, whether on or off duty, is governed by this Handbook and applicable 
CBP policy. 

 
2. To carry CBP-issued firearms, Authorized Officers/Agents must: 

a. Be designated to carry a firearm, individually or as a class, by the 
Commissioner of CBP;  

b. Be issued a badge, and CBP credentials that authorize the carrier to bear 
firearms;  

c. Have successfully completed the basic law enforcement training required as a 
condition of employment with CBP, including basic firearms training, or have 
successfully completed a substantially equivalent training program approved 
by the AC of OTD and the Director of UFCE;  

d. Maintain proficiency, as set forth in Chapter 6 of this Handbook, in the use of 
firearms they are permitted to carry and adhere to the provisions of the policy 
governing the use of force; and  

e. Meet all other requirements and standards set forth in this Handbook.  

C. Carriage of CBP-Issued Firearms   
 
1. Authorized Officers/Agents are required to carry a CBP-issued handgun during 

duty hours while performing uniformed law enforcement duties, except when 
operational circumstances preclude the carriage of a firearm (e.g., when 
operating in restricted areas).  
 

2. Only those firearms listed on the UFCE Authorized Equipment List (and 
specifically approved by the AC of each operational component) may be carried 
while on duty.   
 
a. Authorized Officers/Agents are not authorized to carry any personally-owned 

firearms while on duty.    
 

b. In threatening, emergent situations, Authorized Officers/Agents are 
authorized to use any available weapon in a manner that is reasonable and 
necessary for self-defense or the defense of another person.  However, this 
statement does not authorize the carrying of any weapon for duty use that is 
not authorized and listed on the UFCE Authorized Equipment List (or 
specifically approved by the Director of UFCE). 
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3. Authorized Officers/Agents may carry their CBP-issued firearms twenty-four 
hours a day (including off-duty) in accordance with the provisions of this 
Handbook.   
 

4. Authorized Officers/Agents, when carrying a CBP-issued firearm(s), are required 
to carry their CBP badge and credentials authorizing them to bear firearms.  This 
requirement does not apply to officers/agents involved in an authorized 
undercover operation or when approved in writing by the officer’s/agent’s 
immediate supervisor.  

 
5. Authorized Officers/Agents shall carry their CBP-issued handgun(s) fully loaded 

at all times.  Semiautomatic pistols shall be carried with a round in the chamber 
and the magazine loaded to capacity.  When authorized, revolvers shall be 
carried with all chambers loaded.   
 

6. Only CBP-issued/approved ammunition may be used in CBP firearms.   
 
7. Authorized Officers/Agents, when in uniform and on-duty, shall carry a minimum 

of two, fully loaded, spare magazines for their primary handgun. 
 

8. An Authorized Officer/Agent shall be issued only one primary handgun.  Based 
upon availability, and with the concurrence of the AC of that operational 
component, an officer/agent may be issued a subcompact handgun as a 
secondary handgun.   
 
a. An Authorized Officer/Agent shall not be issued more than two handguns 

without the concurrence of AC of the operational component and the Director 
of UFCE.   

 
9. Except as provided herein, Authorized Officers/Agents shall carry only one 

handgun on their person at a time.  Written authorization to carry two handguns 
at the same time must be obtained from the Responsible Official (RO) with the 
concurrence of the respective operational component AC. 

 
10. Based on the duty assignment, Authorized Officers/Agents may be issued 

shoulder-fired weapons (SFWs) as determined necessary by the operational 
component ACs (or their designees). 
 

11. Based on operational needs and requirements, a RO may require that Authorized 
Officers/Agents carry shoulder-fired weapons (SFWs) while performing specified 
uniformed law enforcement duties. 

  
12. In special circumstances, when unarmed CBP personnel are required to provide 

service in areas of substantial risk, armed Authorized Officer/Agents shall provide 
an appropriate level of security, up to and including the formation of a security 
detail.   
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13. Only Authorized Officers/Agents may discharge a CBP-issued firearm, except 
during CBP-authorized training, events or activities and military or law 
enforcement joint operations.  

D. Flying Armed on a Commercial Aircraft   
 

1. Authorized Officers/Agents may carry their CBP-issued firearms in the cabin of 
commercial aircraft in accordance with applicable regulations, policies and 
procedures.2 
 

2. Each officer/agent who carries a CBP-issued firearm while traveling on board a 
commercial aircraft must complete the CBP-approved Law Enforcement Officers 
Flying Armed training course.  This course will be readily available to all 
officers/agents. 
 

3. Any Authorized Officer/Agent traveling aboard an aircraft while armed must at all 
times keep their CBP-issued firearm:  

 
a. Concealed and out of view, either on their person or in immediate reach, if the 

officer/agent is not in uniform; or 
 
b. On their person, if the officer/agent is in uniform. 
 

4. No officer/agent may place a weapon in an overhead storage bin.   
 

5. Under no circumstances shall an Authorized Officer/Agent relinquish their CBP-
issued handgun to the pilot or any member of the flight crew, or allow the weapon 
to be stored in the crew compartment of the aircraft.   

a. If an officer/agent is directed by anyone to check their handgun, the 
officer/agent should request assistance from the appropriate security officials 
in order to resolve the issue: first, the airport’s Ground Security Coordinator 
(GSC) and then the TSA Federal Security Director (FSD).   

b. Any officer/agent who has been denied boarding shall notify their immediate 
supervisor at the earliest practicable time.  A written report of this denial shall 
be forwarded to the Director of UFCE, through the RO, outlining the details of 
the occurrence.  

E. Alcohol and Medication 
 

1. Authorized Officers/Agents are prohibited from consuming alcoholic beverages 
while carrying CBP-issued weapons, except when engaged in authorized 
undercover activities necessitating the consumption of alcoholic beverages.   

2 Carriage of firearms aboard aircraft is governed by 49 C.F.R. § 1544.219:  Carriage of accessible 
weapons. 
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In these cases, the consumption of alcoholic beverages shall be limited to an 
amount that does not impair the officer’s/agent’s judgment.   
 

2. Authorized Officers/Agents shall not carry a firearm while taking medication that 
impairs their judgment and/or ability to safely carry, control or use a firearm. 

F. Revocation of Authorization to Carry CBP-Issued Firearms   
 

1. The authority to carry a CBP-issued firearm may be temporarily or permanently 
revoked by the CBP Commissioner, an AC of an operational component or by 
the appropriate Responsible Official (RO).  The authority to carry may also be 
temporarily revoked by a CBP supervisor. 
 

2. Temporary revocations will be based on reliable evidence.  Permanent 
revocations will be based on substantiated evidence. 
 

3. Credentials may be temporarily or permanently revoked by the CBP 
Commissioner, AC of an operational component or the appropriate RO.   

 
a. The revocation of credentials results in the automatic revocation of the 

authorization to carry a CBP-issued firearm.   
 
b. The revocation of the authorization to carry a firearm does not automatically 

result in the revocation of credentials.   
 

4. Situations that warrant the temporary or permanent revocation of the authority to 
carry firearms and/or credentials include (but are not limited to):   

 
a. The failure to demonstrate proficiency with firearm(s) or other mandatory 

training requirements without an authorized exemption; 
 
b. Medical conditions that impede the safe and effective use of a firearm.  In 

such circumstances the Authorized Officers/Agents may have the 
authorization to carry a firearm temporarily revoked.  A medical evaluation in 
accordance with regulations shall take place before a permanent revocation 
occurs;  

 
c. Evidence of substance abuse; 
 
d. Evidence of the commission of a felony; 
 
e. Evidence of (including an arrest or conviction for) the commission of an act of 

domestic violence (see Chapter 1.G) or the existence of a protective order 
related to acts of domestic violence (see Chapter 1.G.3); 

 
f. Evidence of unlawful violent behavior, or behavior that indicates that the 

individual may be a danger to themselves or others; 
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g. Evidence of serious breaches of CBP integrity or security policies; 
 
h. Evidence of a credible threat to use a firearm in an unlawful manner; and/or  

 
i. If an RO determines that the revocation is in the best interests of CBP and/or 

the officer/agent.  Such authority will be reasonably exercised.   
 

5. When the authority to carry a CBP-issued firearm(s) is temporarily revoked by a 
supervisor, the supervisor shall (within 24 hours of such action): 

a. Provide written notification to the RO of the action taken, identifying the 
officer/agent involved and documenting the circumstances supporting the 
revocation determination. 

 
6. When the authority to carry a CBP-issued firearm is revoked, the RO shall 

provide the officer/agent with a written notification explaining: 
 
a. The reason(s) for the revocation; 

 
b. The nexus between their conduct (performance or condition) and the threat to 

the safety of the employee or others; 
 

c. Any limitations on the performance of duties; and  
 

d. The duration (or anticipated duration) of the revocation.   

This written notification will be provided as soon as practicable. 
 

7. When the authority to carry a CBP-issued firearm is temporarily or permanently 
revoked, Authorized Officers/Agents shall not perform duties or assignments that 
normally require the carriage of a firearm.   
 
a. Permanent revocation of firearms and/or credentials may be grounds for 

reduction in grade, reassignment or removal, as determined appropriate by 
CBP. 

 
8. If the revocation of a CBP-issued firearm(s) extends beyond seventy-two (72) 

hours it shall be recorded in the Firearms, Armor and Credentials Tracking 
System (FACTS). 

 
9. Authorized Officers/Agents whose authority to carry a CBP-issued firearm has 

been temporarily revoked due to any of the circumstances listed in Chapter 1.F.4 
or any officer/agent suspended indefinitely while under investigation shall turn in 
all CBP-issued firearms and ammunition to the appropriate coordinator. 
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Appendix VI:  Authorized CBP Courses of Fire 
 
Course of Fire:            Page: 
 
72 Round / 25 Yard – Handgun Course of Fire………………………………………...  95 
30 Round / 15 Yard – Handgun Course of Fire………………………………………...  97 
50 Round / 25 Yard – Handgun Course of Fire………………………………………...  98 
 
50 Round / 100 Yard – Rifle Course of Fire (Version 1)………………………………. 99 
50 Round / 100 Yard – Rifle Course of Fire (Version 2)…………………………….... 100 
 
5 Slug / 25 Yard – Shotgun Course of Fire (Version 1)……………………………….. 101 
5 Slug / 25 Yard – Shotgun Course of Fire (Version 2)…………….…………………. 102 
5 Slug / 25 Yard – Shotgun Course of Fire (Version 3)………………………………. 103 
 
50 Round / 50 Yard – Submachine Gun Course of Fire……………………………… 104 
50 Round / 25 Yard – Submachine Gun Course of Fire……………………………… 105 
 
FITP 60 Round / 25 Yard – Handgun Course of Fire…………………………………. 106 
FITP 50 Round / 100 Yard – Rifle Course of Fire……………………………………... 108 
FITP 5 Slug / 25 Yard – Shotgun Course of Fire………………………………………. 109 
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Appendix VII:  Glossary 

AC      Assistant Commissioner – The director of an operational component of 
U.S. Customs and Border Protection. 

CBP Customs and Border Protection – An agency within the Department of 
Homeland Security. 

COA Co-Authority – An individual designated by the Responsible Official to act 
in his/her stead in all functions in FACTS. 

CPA Chief Patrol Agent – The agent in charge of a Border Patrol Sector.  

CS O-Chlorobenzylidenemalononitrile – The active ingredient in CS gas or 
spray. 

CSB  Collapsible Straight Baton – A less-lethal force device. 

DFO  Director of Field Operations – The director in charge of a specific number 
of Ports of Entry under the Office of Field Operations. 

DHS    Department of Homeland Security – A cabinet level agency of the United 
States Government. 

EAP  Employee Assistance Program – A CBP program established to provide 
assistance and guidance to employees. 

EMS   Emergency Medical Services – Ambulance or paramedic services. 

FA Field Armorer – A firearms instructor who has been trained and certified 
through formal instruction to conduct limited maintenance and repair of 
CBP weapons. 

FCO Firearms Coordinator (FCO) – The lead firearms instructor responsible for 
receiving, controlling and issuing CBP use of force equipment to CBP 
personnel within their duty area.   

FI Firearms Instructor – An officer/agent who has been trained and certified 
through formal instruction as a CBP firearms instructor. 

IA Internal Affairs – A division of CBP that is responsible for internal 
investigation of all operational components. 

LLI Less-Lethal Instructor – An officer/agent who has been trained and 
certified through formal instruction to teach less-lethal tactics, techniques 
and devices. 
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OAM Office of Air and Marine – One of the three operational components of 
CBP; composed of all CBP air and marine assets. 

OBP Office of Border Patrol – One of the three operational components of CBP. 

OC Oleoresin Capsicum – The active ingredient in OC spray, derived from 
cayenne pepper. 

OFO Office of Field Operations – One of the three operational components of 
CBP. 

OTD Office of Training and Development – A division of CBP at headquarters 
level with the responsibility to create, develop and implement basic and 
advanced training for all operational components of CBP. 

PLLI Primary Less-Lethal Instructor – The lead less-lethal force instructor 
responsible for receiving, controlling, and issuing CBP less-lethal use of 
force equipment to CBP personnel within their duty area.   

PPMOB Personal Property Management Oversight Board (PPMOB) – A 
Headquarters board composed of representatives from all operational 
components to determine disposition of lost or destroyed CBP assets.  

RO Responsible Officials – Chief, Office of Border Patrol (OBP); Assistant 
Commissioner, Office of Field Operations (OFO); Assistant Commissioner, 
Office of Internal Affairs (IA); Assistant Commissioner, Office of Air and 
Marine (OAM); Assistant Commissioner, Office of Training and 
Development (OTD); Chief Patrol Agent (CPA); Director, Field Operations 
(DFO); Directors, Air Operations and Marine Operations (DAO, DMO); 
Division Directors, Internal Affairs (IA); Director of UFCE; and other 
officials designated in writing by the Commissioner. 

RSO Range Safety Officer – An officer/agent trained in range safety procedures 
utilized as a line safety officer on the firing line. 

Serious Physical Injury – Injury which creates a substantial risk of death or 
which causes serious disfigurement, serious impairment of health or 
serious loss or impairment of the function of any bodily organ or structure 
or involves serious concussive impact to the head 

SFW Shoulder-Fired Weapon – A CBP-issued rifle or long arm. 

UFCE Use of Force Center of Excellence – A division of the Office of Training 
and Development responsible for development of CBP use of force policy, 
procurement of CBP firearms and tactical equipment and oversight of use 
of force training for all CBP operational components.  

 

Appendix VII:  Glossary  Page 111 
 



19 

 

 

 

 

EXHIBIT D 

 






